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INTERNET SAFETY 

TECHNOLOGY FOR TOMORROW, 2017 

TYPES OF SCAMS & HOW TO AVOID 

 Viruses—includes computer worms, Trojan horse, and basic computer virus.  

Enter your computer through bad downloads or clicking bad links; make 

changes to your computer to slow it down or infiltrate secure information. 

 To avoid: never download something unless you trust the place where it is 

coming from.  It is important to be skeptical of links in emails, even from your 

friends (they may not know it’s a bad link!).  If you do want to download a link 

from an unfamiliar site, make sure you have antivirus software downloaded 

on your computer FIRST 

 Adware/Spyware—these are programs that can connect to your computer 

and collect information about your computer activity.  Mostly, they monitor 

the websites you are visiting as to tailor advertisements to your interests 

(adware) but some maliciously collect personal information like financial info 

or passwords when you type them into sites (spyware). 

 To avoid: Don’t click on website ads!  Warnings about your computer’s 

health, interactive surveys on a random website, pop-ups.  If you are on the 

internet and any screens like these pop up CLOSE them without clicking 

anything else. 

 Phishing—the goal of phishing is to get you to TRICK you into giving out 

personal information that you would normally protect. Often we see phishing 

via email, where a phony email address sends you an official-looking email 

requesting highly personal information.  

 To avoid: If you are suspicious, look at the email address—does it match the 

information on the page? Is it a “.org” or “.gov” email address? If no delete 

it!—The IRS/financial institutions/reputable companies (like AARP or 

Amazon) will NEVER ask you to send your social security number via email. 

ANTIVIRUS SOFTWARE 

 Computer programs that identify, isolate, block, and delete virus programs in 

your computer.  High quality programs can also detect and delete 

spyware/adware 

 Free software: Avast!, Avira, AVG 

 Software you pay for: Kapersky Lab, BitDefender, TRENDmicro 

WHY IS THIS IMPORTANT? 

 The internet is a useful and helpful tool, but some people abuse the vast 

amount of information the internet holds. This workshop equips you with the 

knowledge to protect yourself while using the internet.  It is my hope that this 

information does not dissuade you from using the internet, but rather gives 

you the confidence to do so safely!   

#1 Cyber-attacks aren’t very 

harmful. 

Response: aside from being 

annoying, cyber-attacks have 

real world implications.  Cyber 

criminals can steal your 

information and access your 

finiaces, they could steal you 

identity and do something to 

jeopardize your reputation.  

Internet safety precautions are 

important to avoid these real-

world consequences. 

#2 Other people on the internet 

will keep me safe. 

Response: Tt is true that there 

are billions of people on the 

internet, but cyber criminals 

dedicate their lives to attacking 

as many people on the internet 

as possible.  Many website have 

their own protection designed on 

keeping users (like you!) safe, 

but many don’t.  In order to be a 

smart computer/internet user, 

you need to take your own steps 

to protect yourself.  If you don’t, 

it’s like assuming your house will 

be safe from a burglar since all 

of your neighbors lock their 

doors: it just doesn’t work that 

way. Be proactive! 

#3 I’m not important enough to 

be a target. 

Response: You are exactly who 

cyber criminals want to target! 

Think of it this way: through the 

efficiency computers and the 

internet offers, it is easier for 

cyber criminals to steal $20 (an 

amount that not everyone would 

even notice) from 50,000 versus 

stealing $1,000,000 from one 

person with ample online and 

virtual protection. 
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[COMMON MISCONCEPTIONS & 

REASON TO NOT BELIEVE THEM] 

THINGS TO TRY: download an anti-virus/-spyware program | try browsing the web in “Incognito Mode” | 

clear your browser history | research popular/current email fishing scams 


